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Abstract: In the public mining pool, miners can freely enter the mining pool to submit proof of work to obtain
rewards, and there are no conditions to restrict different types of miners. There will be malicious miners submitting
invalid workloads and miners not submitting workloads in the mining pool, occupying the verification computing
resources of the mining pool, reducing the verification efficiency of the mining pool, and causing the mining pool
system to collapse. Aiming at the problem that it is difficult to distinguish the type of miners in the mining pool,
which leads to the collapse of the mining pool system, a reputation management mechanism was introduced to
measure the behavior of miners, and contracts were deployed to prevent miners from colluding with the pool
manager. A design of miner type identification mechanism based on reputation management model was proposed. A
reputation mechanism was constructed to measure the behavior of miners. When a miner conducts malicious
behavior, the miner's reputation value would be lowered. When the miner's reputation value was less than the
reputation threshold of the mining pool, the system would remove the miner, so that the miner can no longer enter
the mining pool to submit proof of work and get rewards. The miners in the mining pool were dynamically
updated by Markov process, so that the miners in the mining pool were conducting honest behaviors and
submitting proof of work. At the same time, a reward system was designed to motivate the miners in the mining
pool, and smart contracts were deployed in the mining pool to prevent miners from collusion with the mining
pool manager. Finally, analyzing the scheme from the perspective of security and performance, the proposed
scheme was not only safe in the process of miners submitting proof of workload, but also solved the problem of
identifying miner types in public mining pools, thereby solving the problem of malicious miners submitting
invalid workloads, eliminating malicious miners, and avoiding mining pools verifying invalid workloads, to
improve the verification efficiency of the mining pool.

Keywords: blockchain, miner, mining pool, reputation management, Markov process
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Figure 4 Reputation value changes with workload
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Figure 6 Honest miners reputation value changes according to A
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TR TAERIEI R B e &4, FEed
CURRIA T A B R AT TR Re 5 4T B 2 b AR
FER b s AR, IR RIS E T — M
AW MERCIZSES o RN, AMIE
IMERE D R HHAREAN X H R 22 il R A, A
T T T-2: 2% . B 8 W1 Ml i
TR 22 5 w FIIT 3R A8 (1) TAE 2 Z TR %



55134 R AR M R R 137

FRRMIEK . MIRFFRIIKRE , A TS
SR, A REAELLBHR N TRl Y, ZRAGAEAN X R
Raho FTUIMAATMBRAF2N, A e BATL 50

2. x10-°

2.0r

x10°

n
K8 7 Tia
Figure 8 Benefit of miners

AT RS A 7 RS sk 1 pros, 5l
NE RS LIEAL X BRI 25, Bt 17—
R, IF HAER REG 2 W B AR IR S
S o SEHL TR R AR BRAT AT F ik W R
PN A, Az Re, R T A

HE e B AT S

R1 ANARSEHMARMITLL
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